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3amuta Linux-MawuHbe B CeTH

Benukan
OrHeHHas CTeHa

[lns Toro 4yto6bl 06ecneynTb ceTeByto 6€30MaCHOCTb B COBPEMEHHbIX
noJsib30BaTeNbCKMx Linux-cucremax, COBEpLIEHHO HEOBA3aTeNIbHO BPYYHYIO
nponuceiBaTh BCe npasuna iptables. Bonbluyio Y4acTb pyTUHHO PaboTHI

MOXeT B3ATb Ha cebs Firestarter.

MaccoBoe BHeApeHUuEe IIMPOKOMOJIOCHOTO goctyna B MHTepHeT
HE MOXeT He pamoBaTh. Kak BBl caMu TIpeKpacHO 3HaeTe, MoCTaB-
IIMKOB MOJOOHBIX YCIYT CETOAHSI CYLIECTBYET JOBOJIBHO MHOTO.
K coxaneHuto, gajgeko He BCe U3 HUX TOTOBBI 00eCreynuTh 0e30-
MMaCHOCTh CBOMM I0JIb30BaTesIM. [ToueMy 3TO TPOUCXOIUT — OT-
JIeJIbHBIN BOIPOC. B HEKOTOPKIX ceTsax nmpodieMamMu 6e301macHoC-
TH 3aHUMAThCSI TIPOCTO HEKOMY WMJIM, UTO 3a4acTyio 0ojiee BEpHO,
HUKOMY He xouetrcs. [lomoGHast cuTyalnst CBOCTBEHHA MHOTUM
TOJIBKO YTO 00pa30BaBIIMMCS JOMAITHUM JIOKAJTbHBIM CETSIM, OP-
raHU3aTOPbl KOTOPBIX CTABST Mepel COO0H TOJbKO OHY 3a1auy —
HUYero He jaenas 3apaboTaTh Kak MOXHO Oosbliue acHer. M BbI-
MOJIHSIIOT OHU €€ C PBEHUEM, JOCTOMHBIM BCSIYECKUX TTOXBAI.
[Tonb3oBaTensiM ke, KOTOPbIM He MOCYacTIMBUIOCH OKa3aThCs
yJ4aCTHMKAMM OTHOM M3 TaKMX CETEei, OCTaeTCsl TOJHKO BCITOM-

= Firewall Wizard x

\@wmesTarTer Internet connection sharing setup

Firestarter can share your Internet connection with the computers an your local network
using a single public IP address and a method called Network Address Translation.

Enable Internet connection sharing

Ethernet device (ethl) |"'

Explain the DHCP function...

Local area network device:

Enable DHCP for local network:

I DHCP server details

| <@ Back ||f>£orwardf|| Elsave || 7 Quit |

Ecau Bbl XoTHTE npepocTaBuUTh CoeAMHEHHKE C MHTepHETOM Apyrum
KOMNblTEpaM, NOAKNHYEHHBIM K Balle CeTH, BDCI'IDIII:3WITECI:
cneunanbHbiM MacTepoM

HUTb M3BECTHYIO UCTUHY — €CJIM XO4Yelllb, YTOObI YTO-TO OBLIO
CIeJIaHO XOPOILO, TO cAeaii 3To caM. M, BOOpYKMBIIKUCH CBOOO/I-
HbIM ITakeToM Firestarter, Ha4aTb CTOUTH COOCTBEHHYIO KPEIIOCTD,
MPOHUKHYTh B KOTOPYIO 3JIOYMBIIUICHHUKY KaK M3 JIOKAJIbHOM,
TaK ¥ U3 BHEIIHEH ceTu OyneT BechMa nmpobieMaTuuHo. Ho nepen
TeM KakK Mbl IIPUCTYIUM HEIOCPEICTBEHHO K paboTe, HEOOXOM1-
MO HEMHOTIO cKa3aTh O caMoii mporpamme. Firestarter — 1moJjiHO-
CThIO CBOOOIHOE pelleHUe, MO3BOJISIONIee, HE MCIIOIb3Ys KOH-
COJIb U HEe M3ydas JOCTATOYHO CJIOXHBIA CUHTAKCHC CUCTEMHOTO
OpanaMayapa siapa Linux, 3agaBaTh MOJUTUKY O€30MaCHOCTH IS
KaxX7I0To aKTUBHOTO CETEBOro MHTepdeiica.

| VYcranoBka
st Hayana HeoOXOAMMO cKayaTh TMCTPUOYTUB porpamMmel. [1o-
CJICHIO BEpPCHIO MPOIYKTa MOXHO HAalTH Ha caiiTe pa3padboT-
YUKOB, KOTOPBIN pacrioyiaraeTcst 1Mo anpecy www.fs-security.com,
B paszenie «Download» .
Kaxk 00bIYHO CylllecTBYeT HECKOJbKO BapUaHTOB COOPKU s
Pa3INYHBIX TUCTPUOYTUBOB:
Fedora Core
Mandrake
Debian
Slackware
Gentoo
Hy u, KoHeuHO Xe, B MICXOAHBIX TeKCTaX ISl TeX MOJIb30BaTe-
JIeil, KOTOpBIE JTI00SAT COOMPATh BCE TPOTPAMMBI CAMOCTOSITEILHO.
Tak kak Hanbosee yToOHBIM U KaU€CTBEHHBIM IUCTPUOYTUBOM Ha
ceronHs spiasiercss Fedora Core, ckayaem maker sl Hero. ycra-
HOBKa B 9TOM CJiyyae MPOUCXOAUT CAEAYIOIIUM 00pa3oMm:
rpm -Uvh firestarter-1.0.1-1.i386.rpm
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advanced | AaAMUHUCTpPUpPOBAHMUE

[locne BbIMONHEHUS] 3TOW oOMepalUd B OCHOBHOM MEHIO
GNOME unu KDE (B 3aBUCMMOCTHU OT TOTO, UTO Bbl MCITOJIb3Ye-
Te) nosBuTcsl ukoHka Firestarter. LllenkHyB 1o Heii, 3anycTuTte
YCTAaHOBJIEHHOE TIPWJIOXKEHMUE.

st paGoTHI TIpOTpaMMe HeOOXOIUMO UMETh aIMUHUCTPATUB-
HbIe TIOJITHOMOYMS, TO3TOMY cpa3y Tmocie 3amycka Firestarter
rnepen BaMy MOSIBUTCSI OKHO C MPEAIOKEHNEeM BBECTH MapoJib s
moJib3oBaTessl root. B ciaywae ecnu mapojib BepeH, 3amyCTUTCS
CcreUMaIbHBIN MacTep, KOTOPHI MTOMOXKET MPOU3BECTH TTIepBOHA-
yajnpHOe KOHbUrypupoBaHnue mporpammbl. [locie Toro kak
OHa 3aBEPIIUT OINPOC BCEX YCTAHOBJICHHBIX B KOMITBIOTEPE CeTe-
BBIX MHTepGhEeicoB, BaM MOTpedyeTcsT yKa3aTh, KAaKOW W3 HUX IS
Yero MCIoJjib3yercsi (BHELIHsISI CeTh, BHYTpeHHsis). B aToM ke
nuajoroboM okHe MoxHO HacTpouThb NAT (Network Address
Translations) m1s1 paGoThl BceX IMPUCYTCTBYIOIIMX B KBapTHUPE
MalllMH Yepe3 YCTAHOBJICHHOE COCIMHEHNE C CEThIO, a TAaKXKe pa3-
nauy IP-anpecos uepes DHCP-cepsep.

| WHTepdeitc |
ITociie okoHYaHUs PabOTHI MacTepa I10JIb30BaTe/b MOMaaacT B
TJIaBHOE OKHO ITPpOrpaMMbl. Ero COOCPKUMOEC paS6I/ITO Ha Tpu OC-
HOBHBLIC I'PYIIIbI, B KaXXI0u u3 KOTOpPbIX pacIiojlararorcsa 1€ MJin
MHBIC KOMITIOHEHTLI.

| Craryc |
[lepBas rpynmna HasbiBaeTcsl «CTtaTyc» — B Heil oToOpaxaeTcs
CIIMCOK MHTEeP(ENCOB M CTaTUCTUKA 0 HUM. Eciu pa3BepHyTb
CKPBITBIE ITOJIS IOJ CIIMCKOM HMHTEP(ENCOB, MOXHO OyIeT YBU-
NIeTh BCE TEKYIIUE COSTUHEHMUSI.

| CobbiTna |
Bropas rpynmna HocuT HazBaHue «COOBITUSI» U TIPEACTABISIET CO-
00i1 TabiuIly, B KOTOPOIX OTMe4YeHBI Bce coeanHeHus. COOBITHS
0TOOPaXaroTCs U OOHOBIISIIOTCSI B TAOJIMIE B PEXUME PEATBHOTO
BpPEMEHM, M MO HUM JOCTYITHA BCS HeoOXommmas WH(oOpMaIus.
Bce coenuHeHus pas3nesieHbl Ha TPU TUMA, M KaXIbId M3 HUX

'S Firestarter brimstone.shy.abo.fi — [E 3

Frewall Edit

% |

OkHo cTatyca
NoKaxeT BCe

Events

@

Policy Help

LR

Preferences | Lock Firewall Stop Firewall aKTHBHbIE
Status |Events |Policy ceccuu

Firewall
Status

®

Active

Events

Total Serious

Inbound 17 ¥

OQutbound 9 1]

Network

Device Type Received Activity

ethl Internet 0.7ME 0.0MB 2.2 KB/s

0.0 KB/s
0.0 KB/s

ethl Local 0.0 MB 0.1 MB

sitD IPvE Tunnel 0.0 MB 0.0 MB

— Active connections

Source Destination |Por‘t |Service |Program

130.232.120.53 66.102.9.99 80 HTTP firefox-bin
130.232.120.53 204.225.124.69 6667 Ircd xchat
130.232.120.53 216.239.51.104 80 HTTP firefox-bin

OTMeYaeTcsl B TaOIHULEe OTACAbHBIM LIBETOM. YepHBIM OTMEYECHBI
TEeKyIIMe COEAMHEHHUs, CEPbIM — 3a0JOKMPOBAHHBIE ITAKETHI.
KpacHBIM 1IBETOM BBIJICICHBI T€ COOBITHS, KOTOpPBIE MOTYT
TPaKTOBAaThCS KaK TOMBITKA MPOHUKHOBECHUS K BHYTPCHHUM
clyk0aM CHCTeMBI U KOTOpbIe TpeOYIOT K cebe 0co00oro BHUMa-
HUS MOJb30BaTEs.

Ecnu 1mienkHyTh MpaBoil KJIABUIE MBIIIU 110 KAKOMY-JIH00 CO-
OBITUIO, ITOSIBUTCSI KOHTEKCTHOE MEHIO, B KOTOPOM OYAyT IIPELIo-
JKEHBI JEICTBUS B 3aBUCUMOCTH OT BEIOPAHHOM ITOJIUTUKMN:
> pa3pelnuTh COeNUHEHNS C BHEITHETO ajipeca;
> pa3pelnTh UCTIONb30BaTh 3TY CIYXKOY IS BCEX;
> pa3pelInTh UCITOJIb30BaTh 3TOT CEPBUC C ITOrO BHEIIIHETO aapeca.

Winnm xe:
> pa3pellnuTh COeAMHEHUS C STUM BHEIIHUM aIpecoM;
> paspellnTh UCXOAAIINE COeIUHEHMUS HA BHELIHUN ampec s
3TOTO CEePBUCA;
> pa3pelnTh COeNMHEHUSI C 9TOTO afpeca BHYTPEHHEM CeTH.

Co3nanne npaBun Bpy4HyHo

iptables — nakeTHbIit punbtp,
BCTpPoeHHbIN B Aapa OC Linux
HauuHas c Bepcum 2.4. 310
cepbe3Has cMcTemMa aHanmsa
NaKeToB, NO3BONAIOIWAA peanu-
30BaTh BCE, YTO MOXKET noTpe-
6oBartbca oT 6paHaMayapa:

» cTpouTs firewall, punbrpys
nakeTbl No agpecam;

» ucnonn3osarb NAT ana
ob6ecneyeHuns obwero gocryna
B UHTepHeT;

» ucnonb3osarb NAT ana co3pa-
HUA NPO3PayYHOro NPOKCU-cep-
Bepa;

> CTPOUTb CUCTEMY MApLUpPYTK-
3auuu Ha ocHoBe npaBun QoS.
Bca pa6oTa ¢ npaBunamm o6biy-
HO BbINOJIHAGTCA OAHOUMEHHOW
yrunurtoi iptables. Tak, Hanpu-
mep, ANA TOro 4To6bl NOCMOT-
peTb CNUCOK NpaBuA, yyacTBy-
rowmx B 06paboTke nakeTos,
notpebyeTcs BBeCTU Crefyto-
LLYI0 KOMaHAY:

iptables -L

[na npocmoTpa npasun npu
pa6ote c NAT Heo6xoaumMo
AIBHO YKa3aTb Tabnuuy:
iptables -t nat -L

Dina po6asneHuUs HOBOro NpaBu-
na ucnonb3yetca napamertp -A:
iptables -A INPUT -s
10.11.12.13 -j DROP

llaHHas KomaHpa gobasnser
npaBuo ans o6paboTkm
BXOAALLMX NAKETOB C agpeca
10.11.12.13 — BcCe naKkeTbl

C Hero 6yAyT BbIKUALIBATLCA
13 06paboTKu 1 He AOMAYT A0
nosyuarens. Ecnu Bbl 3axoTute
nony4utb 6onee nogpo6Hyio
uHgopmauuio o pabote yTunu-
Tbl iptables, To cmoxkeTe HanUTH
ee B MHTEPaKTUBHOM CNpaBoY-

HOM pykoBoacTBe man. Kpome
Toro, B iHTepHeTe umeetca
nepeBoj, AeTaJIbHOW UHCTPYK-
UM N0 NoCTpoeHuto 6paHa-
May3poB C UCNOJIb30BAHNEM
iptables. B Hei1 Bbl HailpeTe
npumepbl KOHUTYPaLNOHHBIX
taitnos anAa peweHnsa camoro
pasnuyHoro popa 3apay, a Tak-
e CMOoXKeTe No3HaKOMUTLCA
€O BCEMMW NapameTpamm Ko-
MaHAHoN cTpoku. Haiitu ee
MOXXHO B UHTepHeTe no agpecy
www.opennet.ru/docs/RUS/
iptables/index.html.
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| 3aWuTa

Linux-MawWHB B CEeTH
= Eirestarter brimstone.sby.abo.fi = B X = Firestarter brimstone.sby.abo.fi -0Oox
A " : Bbl MoxeTe
Firewall Edit Ewents Policy Help dravell EilE Bumniy  Ewley  Halp
3ajlaBaTb
= PRI e
Z ‘ & * Add Rule Rernove Rule Edit Rule | Apply Policy npasuna paf
© Save List Clear Reload -
. Status [Events | Policy BXoaflLero
Statu5| Events |P0]icy |
Blocked Connections Editing | Inbound traffic policy |V | H UCXoAfLLEero
Time - |Direction | Port |Source |Prctcco| | Service | 2 Allow connections from host Tpaq)m(a
Nov 20 01:48:35 Inbound 113  130.232.213.6 TCP Unknown www.example.com
Nov 20 01:48:49 Inbound 22 130.232.213.6 TCP SSH :
Allow service |P0rt |Fur
Nov 20 01:49:0L Inbound 48393 130.232.213.6 TCP Unknown NTP 123 193.1665.177
Nov 20 01:49:13 Inbound 21 130.232.213.6 TCR EiP.

CoObiTHA, BbIAGNEHHDIE KpPacCHbIM, TpEﬁYIOT Ballero BHUMaHusA

Forward service |Firewa|l Port |Tﬂ Port

BitTorrent 6881-6889 192.168.0.1 68B81-6889

| Monutukm |
TpeTbst rpy1ia mo3BoJjsieT pelakTUpoBaTh MpaBuia 00padoTKU BXO-
JAIICTO U UCXOASAIECTro Tpaq)I/IKa. LIYTI) HMXKE — CIIMCOK aJp€CoB,
JJI KOTOPBIX Pa3pelIC€HO IMMPOXOXKACHUEC TaHHbIX. ]_[OCJ'ICI[HHH 4acTb
yrpapisieT TpaduKoM, TPOXOSIIUM BO BHYTPEHHIOIO CETbh.

| Pabora |

ITo cBoeit cytu Firestarter — rmporpamma a1t yrpasaeHus firewall,
BCTPOCHHBIM B siipo Linux, B oTJIM4mMe OT OOJBIIMHCTBA PEIIeHUI
1t OC Windows, KOTOpbI€ MOJHOCTBIO BBIMOJTHSIOT (yHKIMU
¢unbrpa nakeroB. TakuM oOpa3oM, Ipu padoTe ¢ MporpaMmoit
MBI 33JjaéM TpaBuia, MO KOTOPbIM OpaHAMaydp MPUHUMAET WIU
OTKJIOHSeT nmakeTol. [lakeTsl B TepmMuHonoruu Firestarter nensitcst
Ha Te, YTO MPUXONAT U3 BHelHel cetu (MHTepHET) U U3 BHYT-
penHeit (LAN). To ecTp, BbeIOMpasi Ty WJIM UHYIO CTPOKY B CIIUCKE
Ha BkJaake «[loautuka», Mbl ynpasiseM MOJUTUKON IOCTyna K
pecypcaM Haieit cetu U3 MHTepHeTa WK Xe MOJUTUKOM, IO KO-
TOpOW MpPUHUMAETCSl pellleHuWe O mepeaadye MHbOpMaUU U3
JIOKaJIbHOM ceTu B MIHTepHeT.

Jnst MoOOMBITHBIX TOJTb30BaTeNeil pa3paboTunMKaMu IakeTa
peann3oBaHa BO3MOXHOCTD IeTaJTbHO PACCMOTPETh, UTO XK€ UMEH-
Ho coznan Firestarter u oTKyna MoOsIBJASIOTCS BCE 3TU MpaBUJia pa-
60Thl ¢ makeramu. B nupekrtopum /etc/firestarter MOXXHO HalTh
CKPUIIThI, KOTOPBIE BbI3BIBAIOTCSI MPH 3aIlyCKe MPOTrpaMMbl U KO-
Topble, COOCTBEHHO, cO3AaloT MpaBwia. [Ipu XxemaHuum B 3TU
CKPUTITHI MOXHO H00aBISATH NOMOJHUTENbHBIE TIpaBuia. Hampu-
Mep, eCJIU B Balllell JoOMAllIHel CEeTH TyJIsIeT OOJbIIoe KOJIMIECTBO
IIMPOKOBEIIATENbHBIX MakeTOB OT Windows-KOMIMBIOTEPOB Ha
nopTel 135—139, MOXHO 100aBUTh MpPaBUJIO, OJOKUpPYIOIIEE MX.
DTO M30aBUT Bac OT OOJBIIOTO KOJIUYECTBA MYCOPHBIX COOOIIE-
HUIA B XXypHaJjie porpaMMbl.

IIpu paGore B ceTsX, B KOTOPBIX IMpoOBaiimep He 3a00TUTCS
0 Baleil Ge30MMacHOCTH, CTOUT 3aKPBITh IS MOCTYIa BCE TH-
MOBbIE CEPBUCHI, KOTOPBIMU BbI HE MoJib3yeTech. K HUM MOXHO
otHectu SMTP, HTTP, FTP, TELNET, RPC u npouune — oHu
MOTYT OBITh BKJIIOUEHBI [0 YMOJTYAaHUIO U UCTIOJIb30BATHCS APYTHU-
MM TIOJIb30BaTEISIMU CeTH B CBoMX Lensix. Kpome Toro, crout
ObITh OYEHb BHUMATEJIbHBIM ITPU pabOTE C cepBUCAMU, 0Oecneyn-
BaIONIMMU MTpOKcUpoBaHue Tpaduka. Tak, HaTIpuMep, OTKPBITHIH
Ha Bechb Mmup HTTP-Proxy 3anpocto MoXeT Bac pa3opuTh, HO ec-
JIU 3TO CPENCTBO MCIOJb30BaTh C YMOM, MOXHO CIKOHOMMTb
HEKOTOPYIO CyMMY JI€HET 3a cueT KemnpoBaHusl. [logoOHble mpu-

Mepbl MOXHO TIPUBECTU B OTHOILEHUM MHOTUX IPYTUX CIYXO.
Ecnu nst Bac 3T0 He cCOBCeM OYEBUIHO, B 9TOM CJIydae Jydllle 10-
BEPUTHCST MACTepPy, KOTOPBIA MPENTOXKUT UCIOIb30BaTh OOIIYIO
TIOJIUTUKY IJIsT oOecTiedyeHnsT 6€30TTaCHOCTH CPeIHeCTaTUCTUIEeC-
KOW CHUCTeMBbI, MpUYeM TpUMEHsieMble B HEWl MpaBujia MOXHO
CUUTATh ONTUMATbHBIMU.

| 3akniouenue
Hcnonb3oBaHue MOMOOHBIX IIPOrpaMM BeCbMa HEOJHO3HAYHO
olleHUBaeTcsl KpuTukamMu. OTBITHBIE CUCTEMHBIE aMIMUHUCTPATO-
pBI IIPOCTO HEe TTIOHUMAIOT, 3a4eM OHU HY>KHbI. OHU MPUBBIKIIU pa-
00TaTh B KOHCOJM M XOpOILIO cebe MpeacTaBisiioT, KaK HacTpau-
BaTb MOAO0OHbBIE CYKOBI BPYYHYIO.

M pyrue roBopsit, 4To 0a30Bast HACTPOIiKa 6€30MaACHOCTH JOJIK-
Ha IPOM3BOAUTHCS AUCTPUOBIOTOPOM OIEPALIMOHHON CHUCTEMBI.
Tlo3uinst aBTOPOB ONMUCAHHOW CEroJHsI MPOTpaMMbI He BCeTaa
MOJIB3YeTCsT TTOMIePKKOM, HO, CYIsl IO TOMYISIPHOCTH TTOTOOHBIX
cpeactB st Windows, oHa 00s13aTeIbHO HaiJeT CBOUX MOKJIOH-
HUKOB. MOXHO JIMIIb MOXeJIaTh HECKOJIbKO HTOCTOMHBIX KOHKY-
PEHTOB 3TOMY IIPOAYKTY, TaK KaK IPaMOTHasi KOHKYPEHLIMSI TIOMO-
JKET YAydIIaTh U COBEPIIEHCTBOBATH €T0. |

CTPUM

06xoa cucTeMbl unbTpaLuu

3a npowiblil Fof NPOEKT KOM-
nanum «MTY UHTen» oxBatun
6onee cTa TbICAY JOMALUHUX
nonb3oBatenei. Moaknioyas
KnueHToB nocpeacTtsom ADSL-
KaHana, KoMNaHuA BblgaeT
BCEM peanbHble agpeca. 310

OApPTHbIA NOPT, Bbl HE CMOXKeTe
nonyuutb K Hemy pocrtyn. Tor
3Ke npuHuuMn otHocuTca K HTTP
M MHOMM ApYrum cayx6am.
MonHbIN cNUCOK pUNBLTPYEMBbIX
NOPTOB MOXXHO MOJIYYUTb HA
crpaHuue http://stream.ru/

BeCbMa YA0GHO, TaK KaK Bceraa
MOKHO A,06paTbcA A0 CBOEro
AOMaLUHero KoMnbloTepa, Ha-
X0AACb, Hanpumep, Ha pa6ore.
Ho npu 3ToM cToUT yyecTb, 4To
OHM, NpoABAA 3a60Ty 0 NoNb-
30Baresie, He NPONYCKalT na-
KeTbl HAa NOPTbI, ABAAIOWMECH
6a30BbIMM ANA 6ONbLIMHCTBA
cepBucoB. Tak, Hanpumep, yc-
TaHoBuB FTP-cepBep Ha cTaH-

s-filter. Ecnu Bam Heob6xoanMBbI
«CMOTpALLME’ BO BHELIHIOWO
ceTb Te UJIN UHbIe CNYXKObI,
nouYTH BCErja MOXKHO HACTpo-
UTb UX Yepe3 HedUNbTpyeMmbIin
nopt. Tot xe HTTP-cepBep
Apache MoHO 3acTaBUTbL
pa6ortatb Ha nopty 8008,
ucnonb3ya aupektusy Listen
8008 B chaitnie HaCTPOMKHU
cepsepa httpd.conf.
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